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To: Al members
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Subject: Cyber Crime Iﬂfm'matmn - 49
Respected SldMadam

Any app fram an application store like Google Play or iOS whnn mswm on a
device, requests for access to various snfam@m’fea%ums in the- phan&-—km as
permissions. For example, an app might want permission to e contacts ar
device, camera, files, photo gallery or its location etc. Most of the smart phones allow t
user to control which permissions an app can access dunng the app mstaﬂaﬂon or even
after the installation is complete on the device. Not giving due altention while giving
permissions may allow apps to access personal information on device, which otherwise
users may not m to share !

reason to seek permission for access to contacts, camera & mic__r_c’aphone etc. Similarly, a
chat app may request ‘Storage’ parmsssron far acceas to pictures or media files, so that
the user is able to s it permission to amss imataan is
not an essential requi  share his/her location on chat.
Similarly a gaming & msian-ﬁé-keep track af an inoommg call,
so that it can pause fo le e call, but requesting ‘SMS’ permission to
C itiol ion to know the current iocat:oﬂ are not
e gan App. Thus; it is for the user to decide which
.i'wcwk:{ like to grant. Any app, whlch does ma%
granted, cou!d be a sign t

“'* check the

o] may éﬁange overa
timspenod dueta multiple :

' péfadeatc

Swagasﬁons . -
s When mstahmg an app, be caraful abaut the pemissions aought and avoid gwmg
_ mﬂeeessa:y pennisslons .

. Ify you feel sehat a pastu;uiar penmssion is not necessary, da not appmve ft If that
permission is a mandatory permtsstcm then the App will aumfnattcally nortffy when -
‘such app is used. . '

" Pemdmaﬂy review the pennzss:ons of installed apps on ynur dewce

. lfanappdaesnatwerkw&hsameafdemed permissions, whichywieeiare not
essential, be careful to accept the assaczated risks in using such app.

Regards
Threat Analmcal Umt (T, AU)
lndmﬂ Cyber Cnme Qoordmatmn Cmtre






